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Third	
  Parties	
  –	
  A	
  Perennial	
  Risk	
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What	
  do	
  you	
  view	
  as	
  your	
  company’s	
  most	
  significant	
  
anti-­‐bribery	
  compliance	
  challenge?	
  	
  

5.4%	
  
8.1%	
  

58.1%	
  

18.9%	
  

9.5%	
  

Understanding	
  government	
  expectations	
  when	
  evaluating	
  adequacy	
  of	
  compliance	
  programs	
  

Gifts,	
  hospitality	
  and	
  entertainment	
  

Third	
  party	
  due	
  diligence	
  

Supply	
  and	
  marketing	
  chain	
  compliance	
  

Dealing	
  with	
  state-­‐owned	
  enterprises	
  

58.1%	
  

15.06.15	
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What	
  is	
  a	
  “Third	
  Party”?	
  

� A	
  third	
  party	
  is	
  an	
  intermediary	
  who	
  is	
  
put	
  in	
  contact	
  with	
  or	
  in	
  between	
  two	
  or	
  
more	
  trading	
  parBes.	
  	
  	
  

� A	
  third	
  party	
  is	
  usually	
  understood	
  to	
  be	
  
a	
  conduit	
  for	
  goods	
  or	
  services	
  offered	
  
by	
  a	
  supplier	
  to	
  a	
  consumer.	
  

� A	
  third	
  party	
  can	
  act	
  as	
  a	
  conduit	
  for	
  
legiBmate	
  economic	
  acBviBes,	
  
illegiBmate	
  bribery	
  payments,	
  or	
  a	
  
combinaBon	
  of	
  both.	
  

� Business	
  inherently	
  rely	
  upon	
  third	
  
parBes	
  to	
  achieve	
  a	
  wide	
  range	
  of	
  
business	
  objecBves.	
  

Third	
  parties	
  include:	
  
•  suppliers	
  
•  freight	
  forwarders	
  	
  
•  agents,	
  traders	
  	
  
•  consultants	
  
•  resellers	
  
•  distributors	
  
•  channel	
  partners	
  
•  system	
  integrators	
  	
  
•  subcontractors	
  
•  customs	
  brokers	
  	
  
•  JV	
  partners,	
  etc.	
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Legal	
  Framework:	
  Agents	
  and	
  
“Knowledge”	
  	
  

� Under many countries’ foreign bribery laws, the 
company is responsible for any improper 
payments made by third parties whare a 
company employee has“knowledge”that the 
bribe will be paid. 
� Knowledge includes: 

� Actual knowledge 
� Constructive knowledge 

� Under the law, a person “knows” a bribe will 
occur if they are aware of circumstances that 
indicate a payment is a high probability 
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Third	
  Party	
  Liability	
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Managing	
  Third	
  Party	
  Risks	
  	
  

1.  Background “due diligence” prior to partner 
on-boarding or retention 
� Can be renewed on annual or biennial basis 

2.  Contractual assurances and commitments  

3.  Anti-corruption training and communications 

4.  Transactional “due diligence” to examine 
unusual circumstances and auditing of 
invoices/outlays 
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NOTE:	
  Third	
  Party	
  Risk	
  is	
  Not	
  Just	
  About	
  
the	
  Third	
  Party	
  

� Third	
  parBes	
  can	
  be	
  a	
  vehicle	
  for	
  corrupt	
  payments,	
  
but	
  in	
  ALL	
  cases	
  there	
  is	
  collusion	
  between	
  
employee(s)	
  of	
  the	
  company	
  and	
  the	
  third	
  party	
  (e.g.	
  
falsificaBon	
  or	
  of	
  invoices).	
  	
  
� 	
  Third	
  party	
  due	
  diligence	
  is	
  necessary,	
  but	
  to	
  
eliminate	
  all	
  third	
  party	
  risk	
  you	
  also	
  need	
  a	
  range	
  of	
  
controls	
  to	
  train	
  and	
  monitor	
  your	
  employees.	
  
� An	
  effecBve	
  compliance	
  program	
  integrates	
  risk-­‐
miBgaBon	
  controls	
  across	
  a	
  variety	
  of	
  areas	
  of	
  the	
  
business.	
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1.   Background	
  Due	
  Diligence	
  on	
  Third	
  
Parties	
  

� U.S.	
  DOJ	
  and	
  SEC	
  considers	
  the	
  level	
  and	
  
thoroughness	
  of	
  Third	
  Party	
  Due	
  Diligence	
  when	
  
they	
  decide	
  whether	
  to	
  prosecute	
  under	
  the	
  FCPA.	
  

� “Due	
  diligence	
  of	
  specific	
  prospecBve	
  third	
  party	
  
intermediaries	
  could	
  significantly	
  miBgate	
  these	
  
risks.”	
  UK	
  Bribery	
  Act	
  2010	
  Guidance,	
  p.	
  28	
  (UK	
  Serious	
  Fraud	
  Office)	
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Due	
  Diligence#1:	
  Business	
  Justification	
  

Legi?mate	
  
�  Intermediary	
  provides	
  
necessary	
  service	
  that	
  
business	
  cannot	
  accomplish	
  
on	
  its	
  own	
  

� Government	
  mandates	
  use	
  
of	
  intermediaries	
  

Illegi?mate	
  
� An	
  official’s	
  family,	
  friends	
  
and	
  other	
  third	
  persons	
  act	
  
as	
  intermediaries	
  

�  Intermediaries	
  who	
  do	
  not	
  
provide	
  any	
  idenBfiable	
  
service	
  

�  Intermediaries	
  who	
  provide	
  
a	
  combinaBon	
  of	
  legiBmate	
  
and	
  illegiBmate	
  goods	
  and	
  
services	
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Business	
  
Justification	
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Common	
  Red	
  Flags	
  for	
  Third	
  Parties	
  

�  The	
  Third	
  Party	
  refuses	
  to	
  cerBfy	
  compliance	
  with	
  anB-­‐bribery	
  laws	
  

�  The	
  Third	
  Party	
  wants	
  to	
  work	
  without	
  a	
  contract	
  or	
  with	
  a	
  vague	
  
contract	
  

�  The	
  Third	
  Party	
  requests	
  payments	
  that	
  are	
  to	
  be	
  
� made	
  to	
  a	
  party	
  other	
  than	
  the	
  party	
  named	
  in	
  the	
  contract	
  
� directed	
  to	
  a	
  country	
  other	
  than	
  where	
  the	
  counterparty	
  is	
  
located	
  or	
  the	
  service	
  is	
  rendered	
  

�  The	
  Third	
  Party	
  has	
  family	
  or	
  business	
  Bes	
  to	
  Government	
  Officials	
  	
  

�  The	
  Third	
  Party	
  is	
  owned,	
  in	
  whole	
  or	
  in	
  part,	
  by	
  a	
  Government	
  
Official	
  	
  

�  The	
  Third	
  Party	
  uses	
  a	
  shell	
  company,	
  holding	
  company,	
  blind	
  trust	
  
or	
  other	
  structure	
  in	
  order	
  to	
  obscure	
  ownership	
  or	
  the	
  idenBty	
  of	
  
its	
  principals	
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Due	
  Diligence#2:	
  Collecting	
  Information	
  
on	
  Qualifications	
  and	
  Background	
  

�  Corporate	
  informaBon,	
  e.g.	
  business	
  registraBon	
  documents,	
  names	
  of	
  
owners,	
  partners,	
  principal	
  officers,	
  shareholders,	
  affiliated	
  companies,	
  
etc.	
  

�  Financial	
  references	
  and	
  data	
  
�  QualificaBons	
  and	
  experiences	
  of	
  the	
  intermediary,	
  its	
  officers	
  and	
  
personnel	
  

�  RelaBonship	
  between	
  the	
  intermediary’s	
  owner	
  or	
  employees	
  and	
  any	
  
government	
  official;	
  

�  DescripBon	
  of	
  organizaBons	
  and	
  people	
  who	
  will	
  work	
  on	
  behalf	
  of	
  the	
  
company;	
  

�  ReputaBonal	
  checks	
  (denied	
  parBes	
  watchlists,	
  media,	
  internet,	
  etc.)	
  

�  LiBgaBon	
  and	
  bankruptcy	
  history	
  
� World	
  Bank	
  Debarment	
  Lists	
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Due	
  Diligence	
  #3:	
  Assessment	
  of	
  Risk	
  

� Third	
  Party	
  QualificaBons/Business	
  RaBonale	
  
� Payment	
  Terms	
  
� Possible	
  conflicts	
  of	
  interest	
  
� Level	
  of	
  interacBon	
  with	
  government	
  officials	
  
� Geographic	
  risks	
  
� ExisBng	
  Compliance	
  Program	
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Sales	
  and	
  Distribution	
  Risk	
  Matrix	
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Software	
  Tools	
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2.   Contractual	
  Assurances	
  

� AnB-­‐bribery	
  representaBons	
  and	
  warranBes;	
  

� Vendor	
  re-­‐cerBficaBon	
  of	
  compliance	
  with	
  applicable	
  
anB-­‐bribery	
  laws	
  and	
  regulaBons;	
  

� The	
  right	
  to	
  audit	
  expenses	
  paid	
  on	
  behalf	
  of	
  the	
  
Company	
  upon	
  a	
  reasonable	
  suspicion	
  of	
  
wrongdoing;	
  	
  

� DelegaBon	
  of	
  work	
  (sub-­‐contracBng);	
  

� TerminaBon	
  rights	
  for	
  improper	
  conduct	
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How	
  often	
  do	
  you	
  include	
  provisions	
  on	
  
anti-­‐bribery	
  compliance	
  in	
  your	
  contracts?	
  	
  

How	
  often	
  does	
  anti-­‐bribery	
  compliance	
  arise	
  
as	
  an	
  issue	
  in	
  your	
  contract	
  negotiations?	
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How	
  important	
  is	
  this,	
  really?	
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3.  Anti-corruption training and 
communications 
	
  

54%	
  	
  

47%	
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Does	
  your	
  company	
  train	
  its	
  third	
  parties	
  in	
  	
  
anti-­‐bribery	
  compliance?	
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4.   Ongoing	
  Monitoring	
  of	
  Third	
  Party	
  

� Renewal	
  of	
  	
  due	
  diligence/business	
  
jusBficaBon	
  
� AudiBng	
  of	
  invoices/unusual	
  
payments	
  
� Due	
  diligence	
  of	
  subcontractors	
  
� Live	
  training	
  sessions	
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Hypothetical:	
  Outlays	
  and	
  invoices	
  

� As	
  part	
  of	
  an	
  internal	
  audit	
  of	
  a	
  subsidiary,	
  you	
  come	
  
across	
  the	
  following	
  invoice	
  from	
  a	
  3rd	
  party	
  customs	
  
and	
  immigraBon	
  broker:	
  	
  

What	
  suspicions	
  does	
  this	
  provoke?	
  	
  How	
  should	
  you	
  
respond?	
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What	
  is	
  Portable	
  Due	
  Diligence?	
  

�  “Portable”	
  reporBng	
  represents	
  an	
  evolu?on	
  in	
  	
  
due	
  diligence.	
  

�  Third	
  parBes	
  complete	
  due	
  diligence	
  process	
  –	
  to	
  a	
  high	
  
standard	
  –	
  one	
  ?me	
  per	
  year	
  at	
  the	
  enBty’s	
  expense.	
  

�  Portable	
  due	
  diligence	
  helps	
  companies	
  realis.cally	
  
manage	
  risk	
  across	
  thousands	
  or	
  tens	
  of	
  thousands	
  	
  
of	
  suppliers.	
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